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The Framework for the Management of the Digital Object Architecture  

19 May 2011, 14:00–18:00 

ITU Headquarters, Geneva, Switzerland 

1. Introduction 
• The Meeting brought together key existing and new stakeholders to discuss the Digital 

Object Architecture (DO Architecture) and a framework for its management.  
• Around 37 participants from a variety of interested groups attended the Meeting.  
• The ITU Secretary-General, Dr Hamadoun Touré, opened the meeting. In his opening 

address, he recalled ITU’s close association with CNRI following an MOU between the two 
organizations in 2008 to collaborate on fostering utilization of the digital object architecture 
particularly in the developing countries. He thanked the Corporation for National Research 
Initiatives (CNRI) for creating the overall DO Architecture and for making it available for 
use by ITU and others in this initiative. Dr Touré stated his belief in the benefits of DO 
Architecture to the global community, and that these benefits could potentially be brought to 
a much wider community of users through the proposed management framework. 

• Dr Robert Kahn, CNRI, in his opening remarks, expressed his appreciation to ITU for its 
assistance in this initiative, and to the ITU leadership in particular. He also noted ITU’s role 
as the leading United Nations agency for ICT issues, and its mission to promote the extension 
of the benefits of new telecommunication technologies to all the world’s inhabitants. 

 
2. Presentations 
There were two presentations followed by a general discussion involving all the attendees. 
• CNRI presented a technical summary of the DO Architecture, an overview of which is given 

in Annex A. The presentation covered technical details of the architecture and described 
some of its components, its features and potential benefits. Of particular interest was the 
technical description of the Multi-primary Global Registry (MP-GR), the technical 
management of which is a key component of the proposed management framework.  

• ITU presented the proposed framework principles for the management of the DO 
Architecture that had previously been worked out jointly with CNRI. It included principles 
aimed at establishing an independent authority under the auspices of ITU, called the Digital 
Object Numbering Authority (DONA), as a diversified body to explore and coordinate 
various applications of the DO Architecture, including, in particular, the MP-GR system. 

 
3. Summary of Discussions 
• The Meeting sought feedback and advice on several aspects of the next steps in the 

implementation of the proposed framework. 
• Trust was recognized as being critical to the success of the framework. In this regard, those 

participants who addressed this issue emphasized their belief that ITU could play such a 
facilitating role in this framework. 
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• The participants recognized the need for widespread adoption of the technology, especially 
by the private sector. In order to facilitate this, the participants suggested that a Working 
Group on Strategy be formed under DONA to study and provide guidance on various 
strategic issues affecting adoption of the technology.  

• In order to attract the global community, the participants recognized the need for encouraging 
new and innovative applications and services to be built on the DO Architecture. Several 
ideas were discussed. For example, representatives of the FP7 neuGRID and outGRID 
research community presented an innovative application that leverages the DO Architecture 
to track digital objects in the neuroscience domain from fundamental research to translational 
medicine and clinical routine. This idea was seen as an excellent example of innovative 
usage of the architecture. Representatives from Turkey indicated that the DO Architecture – 
with its support for metadata and Public Key Infrastructure (PKI) – would be an excellent 
approach to use to automate the enormous amount of Turkish data archives, many dating 
back to the Ottoman period.  

• Another topic discussed was the need for interoperability of the Digital Object Architecture 
with other existing and new architectures. It was suggested that a Working Group on 
Interoperability be formed under DONA to work on interoperability issues once a few 
heterogeneous systems were available for interoperability testing. 

 
4. Conclusion  
• The participants at the meeting endorsed, in principle, the proposed framework for the 

management of the DO Architecture and thanked ITU for its role in organizing the meeting. 
• Those participants who expressed views on trust emphasized that ITU would engender trust 

through its efforts to help establish DONA. In turn, DONA would provide an appropriate 
enabling environment for the deployment and management of the DO Architecture, in 
accordance with ITU’s mission to promote the extension of the benefits of new 
telecommunication technologies such as the DO Architecture to all the world’s inhabitants. 

• The participants also thanked CNRI for creating the overall DO Architecture and for making 
it available for use in this initiative.  

• The participants called upon interested members of the global community to benefit from 
participation in this initiative. 

• The participants recognized that the next steps were crucial for the success of this initiative 
and that there were some topics concerning the implementation of the framework that needed 
further elaboration. They expressed their willingness to continue their discussions on the 
various related issues. It was decided that a Working Group on Strategy would be created 
along with a mailing list for the Group to facilitate the continuation of discussions.  
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Annex A 

A Brief Overview of the Digital Object Architecture and its Application 
to Identification, Discovery, Resolution and Access to Information in Digital Form 

 
 
OVERVIEW 
The Internet was designed and implemented as a general purpose platform to provide global 
connectivity among computers, devices and networks of all kinds. It did not single out any 
particular application for special treatment, but rather provided a means by which any application 
could be made available publicly or for use only by authorized users for any legal purpose. 
 
In the mid 1980s, it became apparent that information management was a kind of specialized 
application that had the potential for being a platform that made use of the Internet and offered a 
new set of capabilities that were likely to be of widespread utility. The Digital Object 
Architecture (“architecture”) resulted from that insight and its development proceeded in parallel 
with an alternate effort called the World Wide Web. Since that time, both capabilities have 
become widely used, although the web acquired more rapid acceptance since it focused primarily 
on public information, limited security and near-term access. 
 
The Digital Object Architecture was designed to enable all types of information, whether public, 
private, or some combination thereof, to be managed over potentially very long time frames; and 
it includes the capability for integrated public key management within the same infrastructure 
used to manage other information. Indeed, any information expressed in digital form can be 
securely managed within the architecture. 
 
The core components of the architecture have all been implemented and made available on the 
internet by Corporation for National Research Initiatives (CNRI). The infrastructure aspects of 
the architecture provide that interoperability may easily be achieved technically for parties that 
wish to enable it administratively. Finally, the components may be used, virtually without 
change, for most forms of information management, subject only to limits of bandwidth, 
available storage, and computational demands. From an infrastructure perspective, the 
technology for identity management differs little from the technology for any other kind of 
information management and inherits the benefits of system security and interoperability. 
Further, the technology for an “Internet of Things” is essentially about managing information 
about the things and thus covered. 
 
Most detailed system choices are left to the parties making use of the system. For example, the 
terms under which information can be provided is a type of information that can be accessed, but 
is supplied by the party establishing the specific terms. Existing identifier systems may be used 
within the architecture, which can also support interoperability between the different systems. 
Existing identity management systems, each of which uses their own version of unique 
identifiers as part of the process by which identity is established, may be accommodated within 
the architecture. 
 
CORE COMPONENTS 
The basic architecture contains three distinct component types, of which an unlimited number of 
instances of each type is possible. The architecture is independent of the underlying technology 
used to implement the components, just as the Internet architecture is independent of the choice 
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of component networks that comprise it. In other words, the implementation of the architecture is 
scalable along dimensions of size, is evolvable with technology, and, if properly managed, 
information created now will be accessible within the architecture independent of changes in the 
underlying technology for the indefinite future. The principal components of this open 
architecture developed to date are: 
 
1. The Digital Object Repository (or DO Repository) which stores digital objects and provides 
access to them. There can be an unlimited number of such repositories in the system. The DO 
Repository consists of software that manages the objects and the storage system being used to 
hold the objects (presumably using standard commercial products) chosen by the party running 
an instance of the DO Repository. Each digital object is assigned a unique persistent identifier 
upon deposit (or even prior to deposit) and all access to the DO Repository is based on the use of 
identifiers. The set of DO Repositories is interoperable subject to secure administrative controls 
that are built into the interface protocol. The interface protocol itself is extensible and its 
functions are designated by various identifiers. One important aspect of this architecture is that 
digital objects may be moved from one storage system to another and even from one do 
repository to another with a few instructions from its administrator. In the process, metadata, 
including provenance information and access control information are all preserved. The DO 
Repository software may be downloaded from the http://www.dorepository.org site. 
 
2. The resolution system, a principle function of the Handle System, maps known identifiers 
into handle records containing useful state information about the digital object being identified. 
Entries in the handle records are expressed in Unicode, using UTF-8 encoding, and can support 
multiple languages. Handle records typically contain location information, such as one or more 
IP or MAC addresses, and may also contain other important “state information” such as certain 
terms and conditions for use of the object, information to verify the authenticity of the object, or 
public keys, where appropriate. If the identifier is assigned to information about an individual or 
other resource for purposes of identity management, the handle record would contain the public 
key assigned to that individual or resource, and other parties would know to access the Handle 
System to obtain the relevant public key. 
 
The Handle System has been deployed on the Internet for over 15 years; the system is in daily 
use and is extremely reliable. The Handle System technology and software is available at the  
http://www.handle.net internet site. Local handle services may be provided by any organization 
that wishes to do so. For parties wishing to provide identifier and/or resolution services using the 
Handle System technology, there is a one-time requirement to register and obtain an 
authorization number, known as a prefix, that, together with a suffix typically assigned by that 
party, forms the digital object identifier (aka handle) for that information. The use of prefixes 
ensures that duplicate identifiers are not placed in the system and facilitates efficient resolution 
from local handle services. Currently, the prefixes are made known to a single primary registry 
called the Global Handle Registry (GHR); and the GHR is mirrored at several locations around 
the world. In the planned deployment, a Multi-primary Global Registry (MP-GR) would be 
established and managed by multiple independent parties working in collaboration. 
 
3. The Digital Object Registry (or DO Registry) is used to define collections of digital objects 
that may each exist across one or more repositories and which permit browsing and searching. 
The results of a registry search is a set of identifiers, perhaps embedded in a  displayable mark-
up format to be viewed by a user or mapped into a parsable digital string that is sent back to the 
requesting program. The registry uses the DO Repository to store its metadata records, and thus 
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inherits the same security capabilities that would be manifest when a user tries to access private 
information in a repository. While earlier versions of the DO Registry have been developed to 
meet the requirements of the distributed learning community, a generic version of the DO 
Registry software has been developed and is available at http://www.doregistry.org. 
 
The Digital Object Architecture provides a basic information infrastructure that can facilitate 
interoperability between or among different systems, processes, and other information resources, 
including different identity management systems. Much as the Internet did not supplant existing 
packet networks, but rather enabled them to work together, the digital object architecture does 
not necessarily replace existing information systems, but rather enables such resources to 
become interoperable, provides for long term persistence of the information (if properly 
managed), and facilitates secure sharing of such information. Many other aspects of 
interoperability involving digital objects are possible. 
 
SECURITY CONSIDERATIONS 
Security in the Handle System is provided by several means. The basic administration of handle 
records is done under a PKI regime. Each handle record specifies one or more administrators for 
that record and those administrators can be authenticated using public/private key technology. 
The public keys are held in handle records associated with the administrators. In addition, each 
handle server has its own public/private key pair which can be used to verify that interactions 
with the identified server have not been compromised. The public keys for handle servers are in 
the Global Handle Registry (GHR) as are most of the public keys for administrators, although 
administrator keys can be elsewhere in the system. 
 
Providing security at the level of individual digital objects in DO Repositories is in addition to 
other requirements to provide separate security for information on other parts of the 
infrastructure (other than, perhaps, physical security for the infrastructure components). The 
architecture enables PKI authentication for all parties involved in transactions as well as 
encrypted communication. Of particular importance is that interactions with digital objects can 
be authorized on a per object basis, or parts thereof. 
 
Finally, access to information in an instance of the DO Registry is also subject to the same type 
of security control so that users can only search over information that they are authorized to 
access. 
 
REGISTRATION AGENCIES 
Certain groups that have implemented the components of the architecture have developed 
membership systems that rely on Registrations Agencies to provide trustworthy identifier and 
other information management services in the Internet. A prominent example of such a system, 
called the International DOI Foundation (IDF), was established by the publishing community but 
has since branched out to other areas. The identifier/resolution system deployed by the IDF and 
its registration agencies, called the DOI® System, is an application of the Handle System 
developed by CNRI. Information about the IDF registration agencies is available at 
http://www.doi.org/registration_agencies.html. 
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